
 

Policy Pack D: 

Operational Safety and Information Security 

 

 

These policies explain how the nursery operates safely and protects both physical 
and digital environments. 

 

D1. Operational Risk Assessment Policy 

D2. Visitors, Site Security and Safe Access Policy 

D3. Arrival, Departure and Collection of Children Policy 

D4. Online Safety and Use of Technology Policy 

D5. Data Protection, Information Sharing and Digital Media Policy 

D6. Adverse Weather Policy 

D7. Lone Working Procedures Policy 

D8. Photography & Video Policy 

D9. Removal of Nursery Mobile Phones from Premises 



 

 

D) Risk Assessment Policy 
 

1. Our Philosophy 

At Hillside Gems we recognise that children learn through exploration, movement and active 
play. A well-managed environment allows children to develop confidence, independence and 
resilience. 

Health and safety procedures are designed to ensure that the nursery environment is safe, 
well maintained and supportive of children's learning and development. 

Educators take a proactive approach to identifying potential hazards and managing risks 
within the setting. Through careful supervision, thoughtful planning and regular safety 
checks, the nursery aims to protect the wellbeing of children, educators and visitors. 

Risk management at Hillside Gems seeks to create a balance between keeping children 
safe and allowing them to develop through exploration and play. 

 

2. Purpose of Policy 

The purpose of this policy is to outline how Hillside Gems identifies, assesses and manages 
risks within the nursery environment. 

This policy aims to: 

●​ ensure potential hazards are identified and managed appropriately 
●​ support a safe environment for children, educators and visitors 
●​ promote consistent risk management practices 
●​ ensure compliance with health and safety legislation 

This policy should be read alongside the Health and Safety Policy. 

 

3. Legal Framework 

This policy is informed by the following legislation and statutory guidance: 



Health and Safety at Work Act 1974​
https://www.legislation.gov.uk/ukpga/1974/37 

Management of Health and Safety at Work Regulations 1999​
https://www.legislation.gov.uk/uksi/1999/3242/contents 

Early Years Foundation Stage Statutory Framework​
https://www.gov.uk/government/publications/early-years-foundation-stage-framework--2 

 

4. Our Practice at Hillside Gems 

Risk assessments are used to identify potential hazards and ensure appropriate safety 
measures are in place. 

Risk assessments help educators consider: 

●​ possible hazards within the environment 
●​ who may be affected 
●​ how risks can be reduced or managed 

Risk assessments are carried out to support safe practice while allowing children to engage 
in meaningful and active learning experiences. 

 

5. Types of Risk Assessment 
Risk assessments may be carried out for: 

Daily Environment Checks 

Educators check indoor and outdoor areas regularly to ensure the environment is safe 
before children begin using the space. 

Activities and Learning Experiences 

Educators consider potential risks when planning activities and ensure appropriate 
supervision and safety measures are in place. 

Outdoor Play Areas 

Outdoor environments are checked regularly to ensure equipment and surfaces remain safe 
for children. 

Outings and Visits 

Risk assessments are completed before trips or visits outside the nursery to ensure the 
safety of children and educators. 

Equipment 

https://www.legislation.gov.uk/ukpga/1974/37
https://www.legislation.gov.uk/uksi/1999/3242/contents
https://www.gov.uk/government/publications/early-years-foundation-stage-framework--2


Equipment is regularly checked to ensure it remains safe and suitable for children's use. 

 

6. Managing Risks 
Where a potential hazard is identified, educators will take appropriate action to reduce or 
manage the risk. 

This may include: 

●​ removing or repairing unsafe equipment 
●​ adjusting the environment 
●​ increasing supervision 
●​ adapting activities where necessary 

The aim is not to remove all risk but to ensure that children can engage safely in learning 
experiences. 

 

7. Dynamic Risk Assessment 
In addition to formal written risk assessments, educators at Hillside Gems use dynamic risk 
assessment throughout the day. 

Dynamic risk assessment refers to the ongoing process of observing the environment, 
identifying potential hazards and responding appropriately in the moment. 

This may include: 

●​ adjusting an activity if a hazard becomes apparent 
●​ moving equipment that may pose a risk 
●​ increasing supervision during energetic play 
●​ responding to changes in weather or outdoor conditions 
●​ adapting activities to suit children’s abilities and developmental stages 

Educators use their professional judgement to ensure that children can continue to explore 
and learn while risks are managed safely. 

Dynamic risk assessment allows educators to respond flexibly to situations as they arise and 
supports a balance between safety and meaningful play experiences. 

 

8. Staff Responsibilities 
All educators share responsibility for maintaining a safe environment. 



Educators are expected to carry out both formal and dynamic risk assessments as part of 
their daily practice. 

Educators should: 

●​ remain aware of potential hazards 
●​ report concerns about safety promptly 
●​ follow risk assessment procedures 
●​ supervise children appropriately 

Educators are encouraged to use professional judgement when balancing safety with 
opportunities for learning and exploration. 

 

9. Monitoring and Review 
The Nursery Manager is responsible for ensuring that risk assessments are carried out 
appropriately and reviewed regularly. 

This includes: 

●​ reviewing risk assessment procedures 
●​ ensuring hazards are addressed promptly 
●​ supporting educators in maintaining safe practice 

This policy will be reviewed annually or sooner if legislation or guidance changes. 
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D2. Visitors and Site Security Policy 

 

1. Our Philosophy 

At Hillside Gems the safety and security of children is a fundamental priority. Maintaining a 
secure environment helps ensure that children can learn and play safely while educators 
remain confident that appropriate safeguarding measures are in place. 

Clear procedures for visitors and site access help ensure that only authorised individuals 
enter the nursery and that all visitors are appropriately supervised while on the premises. 

Through consistent practice and shared responsibility, the nursery aims to maintain a safe 
and secure environment for children, educators and families. 

 

2. Purpose of Policy 

The purpose of this policy is to outline how Hillside Gems manages visitors and maintains 
site security. 

This policy aims to: 

●​ ensure that only authorised individuals enter the nursery premises 
●​ maintain a secure environment for children and staff 
●​ ensure visitors are identifiable and appropriately supervised 
●​ reduce safeguarding risks within the nursery environment 

This policy should be read alongside the Safeguarding and Child Protection Policy and the 
Arrival, Departure and Collection of Children Policy. 

 

3. Legal Framework 

This policy is informed by the following legislation and statutory guidance: 

●​ Early Years Foundation Stage Statutory Framework​
https://www.gov.uk/government/publications/early-years-foundation-stage-framework
–2 

https://www.gov.uk/government/publications/early-years-foundation-stage-framework%E2%80%932
https://www.gov.uk/government/publications/early-years-foundation-stage-framework%E2%80%932


●​ Working Together to Safeguard Children​
https://www.gov.uk/government/publications/working-together-to-safeguard-children–
2 

 

4. Our Practice at Hillside Gems 

Hillside Gems maintains procedures to ensure that the nursery environment remains secure. 

This includes: 

●​ controlling access to the nursery premises 
●​ ensuring visitors are identifiable 
●​ supervising visitors where appropriate 
●​ ensuring staff remain vigilant to unfamiliar individuals on site 

Educators are responsible for maintaining awareness of who is present within the nursery. 

 

5. Visitor Procedures 

All visitors to the nursery must report to a member of staff upon arrival. 

Visitors may include: 

●​ parents or carers 
●​ prospective families 
●​ professionals working with children 
●​ contractors or maintenance workers 
●​ students or volunteers 

Visitors will be asked to: 

●​ identify themselves 
●​ explain the purpose of their visit 
●​ follow nursery procedures while on site 

Where appropriate, visitors may be asked to sign in and out of the nursery. 

Individual visitors must wear a visitor lanyard while on the premises. Where more than two 
visitors attend together, they will be treated as a visitor group and will be managed in line 
with the nursery’s group visitor procedures. 

 

6. Visitor Identification 

https://www.gov.uk/government/publications/working-together-to-safeguard-children%E2%80%932
https://www.gov.uk/government/publications/working-together-to-safeguard-children%E2%80%932


To ensure that visitors can be easily recognised within the setting, individual visitors are 
required to wear visitor identification, such as a coloured lanyard or badge, while on the 
premises. 

This allows educators and children to identify individuals who are visiting the nursery. 

Hillside Gems uses colour-coded visitor lanyards to support safeguarding and supervision 
arrangements: 

●​ Red lanyard: DBS status has not been checked by the nursery. The visitor must 
remain with a member of staff at all times. 

●​ Green lanyard: DBS status has been checked by the nursery. The visitor must 
continue to follow nursery procedures and staff guidance while on site. 

Visitors must return visitor identification when leaving the premises. 

Where more than two visitors attend together, they will be treated as a visitor group. Group 
visitors may not all be issued individual lanyards, but they must remain together and be 
accompanied by a designated member of staff throughout their time on site. 

 

7. Supervision of Visitors 

Visitors who do not hold appropriate safeguarding checks, or whose DBS status has not 
been checked by the nursery, will be supervised by educators while on site. 

Visitors must not: 

●​ be left alone with children 
●​ enter areas of the nursery without staff awareness 
●​ interact with children without appropriate supervision 

Groups being shown around the nursery must remain together and be accompanied by a 
designated member of staff at all times. Group visitors must not be left unsupervised with 
children, enter restricted areas without permission, or take photographs or videos unless this 
has been agreed in advance by the Nursery Manager. 

The member of staff leading the visit is responsible for ensuring the group follows the 
nursery’s safeguarding, health and safety, confidentiality and mobile phone/camera 
procedures throughout the visit. 

These procedures help ensure that safeguarding is maintained throughout the nursery. 

 

8. Contractors and Maintenance Workers 

Contractors or maintenance workers may occasionally need to access the nursery premises. 

Where possible: 



●​ work will be scheduled outside of children’s hours 
●​ contractors will be supervised while on site 
●​ areas where work is taking place will be made safe for children 

Staff will ensure that children are kept away from any potential hazards. 

 

9. Unknown or Unauthorised Visitors 

If an unfamiliar person is observed within the nursery without identification, educators should 
politely challenge the individual and ask the purpose of their visit. 

Where necessary: 

●​ the Nursery Manager should be informed 
●​ safeguarding procedures may be followed 

The nursery prioritises the safety and wellbeing of children when responding to unfamiliar 
visitors. 

 

10. Site Security 

The nursery maintains procedures to ensure that the premises remain secure. 

This includes: 

●​ keeping access doors secure where appropriate 
●​ ensuring that children cannot leave the premises unsupervised 
●​ maintaining awareness of who is present within the building 

Educators remain vigilant to ensure that the nursery environment remains safe and secure. 

 

11. Staff Responsibilities 

Educators share responsibility for maintaining site security. 

Educators should: 

●​ remain aware of visitors within the nursery 
●​ ensure visitors follow nursery procedures 
●​ ensure individual visitors are wearing the correct lanyard where required 
●​ ensure visitor groups remain together and are appropriately supervised 
●​ challenge unfamiliar individuals politely where necessary 
●​ report any concerns to the Nursery Manager 

Maintaining site security is a shared responsibility across the nursery team. 



 

12. Monitoring and Review 

The Nursery Manager is responsible for ensuring that visitor and site security procedures are 
implemented effectively. 

This includes: 

●​ reviewing security procedures 
●​ supporting staff in maintaining safe practice 
●​ addressing any safeguarding concerns relating to visitors 
●​ ensuring visitor lanyard and group visitor procedures are followed consistently 

This policy will be reviewed annually or sooner if legislation or guidance changes. 

 

Created by S.T-L: May 2026​
Review May 2027 

 

 



 

D3. Arrival, Departure and Collection of 
Children Policy 

 

1. Our Philosophy 

At Hillside Gems the safe arrival and departure of children is a key safeguarding 
responsibility. 

Clear procedures ensure that children are received safely into the care of educators and are 
only released to authorised adults at the end of the nursery day. 

Through careful supervision, clear communication with families and consistent routines, the 
nursery aims to maintain a safe and secure environment for all children. 

 

2. Purpose of Policy 
The purpose of this policy is to ensure that children are safely received into the nursery and 
safely collected at the end of their session. 

This policy aims to: 

●​ ensure children are safely handed over between parents and educators​
 

●​ ensure children are only collected by authorised individuals​
 

●​ maintain secure entry and exit procedures​
 

●​ reduce safeguarding risks during arrival and collection times 

This policy should be read alongside the Visitors and Site Security Policy and the 
Safeguarding and Child Protection Policy. 

 

3. Legal Framework 



This policy is informed by the following legislation and statutory guidance: 

Early Years Foundation Stage Statutory Framework 

https://www.gov.uk/government/publications/early-years-foundation-stage-framework–2 

Working Together to Safeguard Children 

https://www.gov.uk/government/publications/working-together-to-safeguard-children–2 

 

4. Arrival of Children 
Parents or carers must bring children directly into the nursery and ensure that an educator is 
aware that the child has arrived. 

Children must not be left unattended when arriving at the nursery. 

During arrival: 

●​ an educator will acknowledge the child and parent​
 

●​ relevant information about the child may be shared with staff​
 

●​ children will be safely handed into the care of the nursery 

These procedures help ensure that educators are aware of which children are present within 
the setting. 

 

5. Authorised Collectors 
Parents must provide the nursery with the names and contact details of adults who are 
authorised to collect their child. 

This information will be recorded in the child’s registration details. 

Children will only be released to: 

●​ a parent or legal guardian​
 

●​ an adult authorised by the parent 

Parents must inform the nursery in advance if someone different will be collecting their child. 

Children will not be released to anyone under the age of 16 years. 



Where an unfamiliar adult arrives to collect a child, educators may request identification 
before releasing the child. 

 

6. Password System 
Where a child is collected by someone unfamiliar to the nursery, who has not been stated on 
the ‘authorised collectors list’, a password system may be used. 

Parents may provide a password that can be shared with the authorised collector. 

Educators may ask the collector to provide the password before the child is released. 

If the password cannot be provided, educators may contact the parent to confirm the 
arrangement before allowing the child to leave. 

 

7. Safeguarding During Collection 
Educators remain attentive during arrival and collection periods to ensure that children are 
supervised appropriately. 

Staff will ensure that: 

●​ children do not leave the premises without an authorised adult​
 

●​ unfamiliar adults are challenged if they are not known to staff​
 

●​ doors and access points remain secure 

If there are concerns about a person collecting a child, educators will follow safeguarding 
procedures and may contact the parent or relevant authorities where necessary. 

 

8. Late Collection 
Parents are expected to collect their child promptly at the agreed collection time. 

If a parent is delayed: 

●​ they should contact the nursery as soon as possible​
 

●​ educators will continue to supervise the child until collection​
 



Where late collection occurs regularly, the nursery may discuss arrangements with parents 
to ensure appropriate collection arrangements are in place. 

 

9. Uncollected Child 
If a child has not been collected at the agreed time and the nursery has not been informed: 

●​ educators will attempt to contact the parent or authorised collectors​
 

●​ the child will remain supervised by staff 

If the child remains uncollected and contact cannot be made, the nursery will follow 
safeguarding procedures and may contact relevant authorities for guidance. 

See the Uncollected Child Policy A10. 

 

10. Parent Unfit to Collect 

If a parent or collector appears to be under the influence of alcohol or drugs, or otherwise 
unable to safely care for the child: 

●​ educators will prioritise the safety and wellbeing of the child​
 

●​ staff may attempt to contact another authorised collector​
 

●​ safeguarding procedures may be followed if concerns remain 

The nursery will always act in the best interests of the child’s safety and welfare. 

 

11. Absence of a Child 

Parents are asked to notify the nursery if their child will be absent. 

If a child expected at nursery does not arrive by 10am and the nursery has not been 
informed, staff may contact the parent or carer to confirm the child’s whereabouts. 

This helps ensure that children are safe and accounted for. 

 

12. Staff Responsibilities 



Educators share responsibility for ensuring safe arrival and collection procedures. 

Educators should: 

●​ supervise arrival and departure times carefully​
 

●​ ensure children are only released to authorised adults​
 

●​ report any concerns regarding collection arrangements​
 

●​ follow safeguarding procedures where necessary​
 

 

13. Monitoring and Review 
The Nursery Manager is responsible for ensuring that arrival and collection procedures are 
implemented consistently. 

This includes: 

●​ reviewing procedures where necessary​
 

●​ supporting staff in maintaining secure practices​
 

●​ addressing any safeguarding concerns relating to collection arrangements 

This policy will be reviewed annually or sooner if guidance or legislation changes. 

 

Created by S.T-L, March 2026, Updated Oct 2026, Review March 2027 

 



 

D4. Online Safety and Use of Technology 
Policy 

 

1. Our Philosophy 

At Hillside Gems we recognise that technology forms part of modern life and can support 
children’s learning and communication when used appropriately. 

The nursery aims to ensure that any use of technology supports children’s development 
while maintaining a safe and secure environment. 

Educators take a responsible and safeguarding-focused approach to the use of digital 
devices, online resources and electronic communication within the setting. 

 

2. Purpose of Policy 
The purpose of this policy is to outline how technology is used safely within Hillside Gems 
and how children are protected from potential online risks. 

This policy aims to: 

●​ ensure that technology is used safely and responsibly within the nursery 
●​ protect children from inappropriate digital content 
●​ provide clear guidance on staff use of devices 
●​ protect children’s personal information and digital images 

This policy should be read alongside the Data Protection and Confidentiality Policy (D5) 
and the Photography & Video Policy (D8). 

 

3. Legal Framework 
This policy is informed by the following legislation and statutory guidance: 

Early Years Foundation Stage Statutory Framework​
https://www.gov.uk/government/publications/early-years-foundation-stage-framework--2 

https://www.gov.uk/government/publications/early-years-foundation-stage-framework--2


Keeping Children Safe in Education​
https://www.gov.uk/government/publications/keeping-children-safe-in-education--2 

UK General Data Protection Regulation (UK GDPR)​
https://www.gov.uk/data-protection 

 

4. Our Practice at Hillside Gems 
Technology may occasionally be used within the nursery to support learning, communication 
and administrative tasks. 

Where technology is used with children, it will be: 

●​ age appropriate 
●​ carefully supervised by educators 
●​ selected to support learning and development 

Children are never given unsupervised access to the internet or digital devices. 

Educators ensure that any digital content used within the setting is suitable for young 
children. 

 

5. Staff Use of Technology 
Educators must use technology responsibly while working in the nursery. 

Staff must: 

●​ follow nursery procedures when using digital devices 
●​ ensure children’s images or information are not shared without authorisation 
●​ maintain professional boundaries when using technology 

Personal devices should not be used in areas where children are present unless authorised. 

Staff should not photograph children using personal phones or personal devices. 

 

6. Photography and Digital Images 
Photographs or videos of children may only be taken using nursery-approved devices. 

Images of children must: 

●​ be used in accordance with parental permissions 
●​ be stored securely 
●​ not be shared through personal devices or social media 

https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
https://www.gov.uk/data-protection


Further guidance is outlined in the Photography & Video Policy (D8). 

 

7. Protection of Children’s Information 
Children’s personal information must be protected when using digital systems. 

Educators must ensure that: 

●​ digital records are stored securely 
●​ personal information is accessed only by authorised staff 
●​ information is shared appropriately and confidentially 

Further guidance is outlined in the Data Protection and Confidentiality Policy (D5). 

 

8. Online Safety 

At Hillside Gems Nurseries, we recognise that safeguarding children includes protecting 
them from risks associated with digital technology, including emerging concerns such as 
artificial intelligence (AI), manipulated content, and fake media.  

We ensure that any use of technology within the setting is purposeful, age-appropriate, and 
closely supervised. Staff are trained to understand online safety risks, including the potential 
for AI-generated or altered content to mislead, harm, or expose children to inappropriate 
material.  

We do not permit children unsupervised access to the internet, and all devices used within 
the setting are appropriately filtered and monitored. Staff remain vigilant to the ways in which 
digital media—such as images, videos, and information—may be inaccurate or manipulated, 
and we promote a culture of critical awareness, even at an early level, through discussion 
and guidance.  

We also work in partnership with parents to promote safe use of technology at home. This 
approach aligns with current safeguarding guidance, including Keeping Children Safe in 
Education (KCSIE) and Ofsted expectations regarding online safety and emerging 
technologies. 

 

9. Staff Responsibilities 
Educators share responsibility for maintaining safe use of technology within the nursery. 

Educators should: 

●​ use technology responsibly and professionally 
●​ follow nursery procedures for digital devices 



●​ ensure children are supervised when technology is used 
●​ report any concerns relating to online safety 

 

10. Monitoring and Review 
The Nursery Manager is responsible for ensuring that technology is used safely within the 
nursery. 

This includes: 

●​ reviewing procedures relating to digital safety 
●​ ensuring staff understand expectations regarding device use 
●​ addressing concerns relating to online safety 

This policy will be reviewed annually or sooner if legislation or guidance changes. 

 
 

Created by S.T-L, May 2026, Review May 2027 

 



 

 

D5. Data Protection, Information Sharing and 
Digital Media Policy 

 

1. Our Philosophy 
Hillside Gems protects the privacy and personal information of children, families and staff. 
We collect and use information only where necessary and handle it responsibly, lawfully and 
securely. 
Appropriate information sharing is essential for safeguarding children and supporting their 
development. Data protection must never delay necessary safeguarding action. 
Photographs, videos and other digital media are used carefully to support learning while 
protecting children’s privacy. 

 

2. Purpose of Policy 
The purpose of this policy is to explain how Hillside Gems collects, uses, stores, protects 
and shares personal information, and how suspected personal data breaches and near 
misses are managed. 
This policy aims to ensure that: 

personal information is collected, used and stored appropriately 
information is shared safely and lawfully when required 
digital images are used responsibly 
staff recognise and immediately report data breaches and near misses 
the nursery records, assesses and responds appropriately to incidents 

 

3. Legal Framework and Guidance 
This policy is informed by: 

●​ UK General Data Protection Regulation (UK GDPR) – 
https://www.gov.uk/data-protection  

●​ Data Protection Act 2018 
●​ Early Years Foundation Stage Statutory Framework – 

https://www.gov.uk/government/publications/early-years-foundation-stage-framework-
-2  

●​ Working Together to Safeguard Children 2026 – 
https://www.gov.uk/government/publications/working-together-to-safeguard-children--
2  

●​ DfE Information Sharing Advice for Safeguarding Practitioners (May 2024) 
●​ Information Commissioner’s Office (ICO) guidance on safeguarding information 

sharing and personal data breaches 

https://www.gov.uk/data-protection
https://www.gov.uk/government/publications/early-years-foundation-stage-framework--2
https://www.gov.uk/government/publications/early-years-foundation-stage-framework--2
https://www.gov.uk/government/publications/working-together-to-safeguard-children--2
https://www.gov.uk/government/publications/working-together-to-safeguard-children--2


The Information Commissioner’s Office (ICO) is the UK’s independent regulator for data 
protection and information rights. 

 

4. Roles and Responsibilities 
Hillside Gems is responsible for processing personal information lawfully and securely. The 
Nursery Manager/Data Protection Lead oversees this policy, maintains the breach log and 
decides whether external reporting is required. The DSL advises on safeguarding 
information sharing and must be informed where an incident may place a child at risk. All 
staff, students and volunteers must follow nursery procedures and report suspected 
breaches or near misses immediately. 

 

5. Personal Information 
The nursery collects personal information where necessary to support the care, education, 
safety and wellbeing of children and the operation of the nursery. This may include: 

●​ registration, contact, collection and emergency information 
●​ medical, allergy, dietary and medication information 
●​ learning, development, attendance, accident and incident records 
●​ SEND, external-agency, safeguarding and child protection records 
●​ photographs, videos and authorised digital communications 

 
Staff information may also be collected to support employment, payroll, safer recruitment 
and safeguarding requirements. 

6. Data Protection Principles 
Hillside Gems follows the data protection principles. Personal data will be: 

●​ processed lawfully, fairly and transparently 
●​ collected for specific, clear and legitimate purposes 
●​ adequate, relevant and limited to what is necessary 
●​ kept accurate and up to date 
●​ retained only for as long as necessary 
●​ stored and handled securely 
●​ managed in a way that demonstrates accountability 

7. Secure Storage and Access 
The nursery takes appropriate organisational and technical steps to protect personal 
information. These include: 

●​ secure digital systems, individual password-protected accounts and appropriate 
access controls 

●​ locked paper storage, with safeguarding records stored separately where appropriate 
●​ access limited to staff who need the information for their role 
●​ nursery-approved devices, accounts and communication systems 
●​ locked screens and devices when unattended 
●​ careful checking of recipients and attachments, using BCC for group emails where 

addresses should not be disclosed 
●​ no use of personal phones, email accounts or unauthorised messaging services for 

nursery information 
●​ secure transfer, disposal and deletion of confidential information 



8. Data Retention 
Hillside Gems retains personal data only for as long as necessary to meet legal, 
safeguarding and operational requirements. Records are stored securely, reviewed as 
necessary and disposed of safely and confidentially when no longer required. 
 

Record type Retention period 

Child records Until the child reaches 21 years of age. 

Safeguarding records 
Until the child reaches 24 years of age, or longer 
where necessary to support an investigation or legal 
proceedings. 

Accident and incident records Until the child reaches 21 years of age. 

Attendance registers Minimum of 3 years. 

SEND records Until the child reaches 21 years of age, or longer 
where safeguarding considerations apply. 

Complaints records Minimum of 3 years. 

Staff and employment records Normally 6 years after employment ends, subject to 
legal and safeguarding requirements. 

Financial records Minimum of 6 years in line with HMRC requirements. 

 

Secure disposal 
When records reach the end of their retention period, digital records are permanently deleted 
and paper records are shredded or securely destroyed. Disposal must maintain 
confidentiality and prevent unauthorised access. 

9. Confidentiality 
Staff must respect the confidentiality of information relating to children, families and 
colleagues. Staff must not: 

●​ discuss confidential information where others may overhear 
●​ share or access information without authority or a lawful reason 
●​ leave records, screens or devices visible or unattended 
●​ share passwords or accounts 
●​ copy confidential information into general staff chats or informal groups 

 
Confidential information is shared internally only with those who need to know it to perform 
their role or protect a child. 

10. Information Sharing 
Information may need to be shared with other professionals to safeguard a child, provide 
appropriate support or meet a legal duty. Information sharing must be relevant, necessary, 
proportionate, accurate, timely and secure. 
Where it is safe and appropriate, parents should normally be informed and consent sought. 
Information may be shared without parental consent where seeking consent could place a 



child or another person at risk, cause unreasonable delay, prejudice an investigation, or 
where there is another lawful safeguarding reason to share. 
Staff must record what was shared, with whom, when and why, including the reason consent 
was not sought or was overridden. Staff who are unsure must consult the DSL or Manager, 
but urgent safeguarding action must not be delayed while waiting for consent or 
data-protection advice. 
 

11. Photography and Digital Media 
Photographs or videos of children may be used to support learning documentation and 
communication with families. The nursery ensures that: 

●​ required parental permissions are obtained and recorded 
●​ only nursery-approved devices and systems are used 
●​ images are stored, shared and deleted securely 
●​ personal devices, accounts and social media are not used 
●​ staff check that images and observations are uploaded to the correct child 
●​ other identifiable children are not included in material shared with a family unless 

permitted 

12. Use of Digital Systems and Communications 
Digital systems used to record children’s learning, store nursery records or communicate 
with families must be approved by the nursery and used in accordance with nursery 
procedures. 

●​ Staff must use individual secure logins and must not share passwords. 
●​ Devices must be locked when unattended and kept secure when taken off site with 

permission. 
●​ Group emails must use BCC unless recipients have a clear and lawful reason to see 

one another’s addresses. 
●​ Before sending, staff must check the recipient, attachment, child’s name and account 

carefully. 
●​ Confidential information must not be sent through personal email, personal 

messaging accounts or unauthorised applications. 

13. Preventing Common Data-Protection Mistakes 
Frequent nursery mistakes include: 

●​ sending a group email without BCC or sending information to the wrong parent 
●​ uploading a photograph, observation or message to the wrong child’s account 
●​ sharing an image containing another identifiable child without permission 
●​ discussing a child or family where others can hear 
●​ leaving records, printouts, computers or tablets visible or unlocked 
●​ losing paper records, devices, memory cards or USB drives 
●​ giving information over the telephone without checking identity 
●​ using ordinary bins for confidential records 

 
Staff should follow the principle: check twice, send once. 

14. Personal Data Breaches and Near Misses 
A personal data breach is a security incident that results in personal information being 
accidentally or unlawfully lost, destroyed, changed, disclosed, accessed or made 
unavailable. A near miss is an incident that could have caused a breach but was identified or 
stopped before information was compromised. 



Staff action 
Any actual or suspected breach or near miss must be reported to the Manager/Data 
Protection Lead immediately using D5.1 Data Breach and Near-Miss Report Form. Staff 
must: 

●​ take safe immediate steps to contain the incident, such as recalling an email or 
securing a record 

●​ record exactly what happened and preserve the facts 
●​ not conceal the incident, delete evidence or investigate alone 
●​ inform the DSL where there may be a safeguarding risk 
●​ not contact the ICO unless authorised 

 

Manager/Data Protection Lead action 
The Manager/Data Protection Lead will contain, investigate, risk-assess and document every 
breach, including breaches that do not require external notification. The D5.1 form and 
supporting evidence will be stored securely and recorded in the nursery’s data-breach log. 
Where a breach is likely to result in a risk to people’s rights and freedoms, it must be 
reported to the ICO without undue delay and, where feasible, within 72 hours of the nursery 
becoming aware of it. Where the risk is high, affected people must also be informed without 
undue delay. The reasoning must be documented where a decision is made not to report. 
Other notifications, including to parents, the DSL, Ofsted, police, insurer or relevant service 
provider, will be considered according to the nature of the incident and any separate legal or 
safeguarding duty. 

 

15. Staff Training and Responsibilities 
Data protection, confidentiality, secure information sharing and breach reporting form part of 
staff induction and safeguarding updates. Staff must understand: 

●​ how to keep records and digital systems secure 
●​ when safeguarding information may be shared without consent 
●​ how to recognise and report breaches and near misses 
●​ how to complete D5.1 Data Breach and Near-Miss Report Form 
●​ that prompt reporting is expected professional practice 

 

16. Monitoring and Review 
The Nursery Manager/Data Protection Lead is responsible for ensuring that this policy is 
implemented effectively. This includes: 

●​ ensuring staff understand confidentiality, information-sharing and data-protection 
expectations 

●​ maintaining secure records and appropriate access controls 
●​ keeping a record of breaches, near misses, decisions and remedial action 
●​ reviewing incidents for patterns, training needs and improvements 
●​ monitoring completion of D5.1 Data Breach and Near-Miss Report Forms 
●​ reviewing this policy annually or sooner following a change in law or guidance, a 

significant incident or an identified weakness 
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D7. Lone Working Procedures Policy
 

1.​Philosophy 

Our nursery believes that children thrive best in environments where they feel safe, secure, 
nurtured and consistently supported by trusted adults. We are committed to maintaining high 
standards of safeguarding, supervision and staff wellbeing at all times. 

The nursery recognises the importance of collaborative working and, wherever possible, 
operates with more than one member of staff present. Any lone working arrangements are 
approached with caution, careful judgement and clear risk assessment processes to ensure 
that the welfare of children, staff and families remains paramount. 

Lone working is not viewed as standard operational practice and will only occur in 
exceptional and temporary circumstances where safe operation can still be maintained. 

 

2.​Purpose 
The purpose of this policy is to: 

●​ ensure the safety and wellbeing of children during any temporary lone working 
situations; 

●​ establish clear expectations and boundaries regarding lone working arrangements; 
●​ outline when lone working may be permitted within the nursery; 
●​ ensure compliance with EYFS safeguarding and welfare requirements; 
●​ protect staff through clear procedures and risk management; 
●​ and support consistent decision-making during unforeseen staffing situations or 

emergencies. 

 

3.​Supporting Safe Practice in Exceptional Circumstances 

Having a clear lone working policy supports the nursery in responding appropriately, safely 
and lawfully to exceptional situations where immediate action may be required in the best 
interests of a child. 



This policy helps ensure that senior leaders can make proportionate and well-risk-assessed 
decisions during unforeseen circumstances while maintaining safeguarding and welfare 
responsibilities. 

Examples may include: 

●​ a child requiring urgent medical treatment or emergency hospital attendance; 
●​ a member of staff becoming suddenly unwell or needing to leave the premises 

unexpectedly; 
●​ delayed staff arrival due to transport disruption, accidents or emergencies; 
●​ a child not being collected after nursery closing time where staffing has reduced 

unexpectedly; 
●​ situations where a child remains on site awaiting emergency contact collection; 
●​ emergency evacuation or site incidents affecting staffing arrangements; 
●​ temporary safeguarding situations requiring immediate supervision adjustments; 
●​ responding to safeguarding concerns where maintaining direct supervision of 

children is necessary; 
●​ situations involving distressed, dysregulated or vulnerable children requiring 

continuity of care and supervision; 
●​ temporary lockdown or security incidents affecting staff movement; 
●​ or other unexpected operational incidents where short-term lone working supports 

children’s immediate welfare and safety. 

In such circumstances: 

●​ the safety and wellbeing of children will remain the primary consideration; 
●​ lone working arrangements must remain temporary and proportionate; 
●​ additional support will be sought immediately; 
●​ parents or emergency contacts will be informed where appropriate; 
●​ and all decisions will be guided by professional judgement, safeguarding 

responsibilities and dynamic risk assessment procedures. 

The existence of this policy does not mean that lone working is routine practice. Its purpose 
is to ensure that, if exceptional situations arise, there is a clear framework to support safe, 
consistent and accountable decision-making. 

 

4.​Policy Statement 

The nursery is committed to providing a safe, secure and well-supervised environment for all 
children, staff and families. 

The nursery’s normal operating practice is to ensure that a minimum of two members of staff 
are present whenever children attend the setting. However, the nursery recognises that, in 
exceptional and unforeseen circumstances, there may be brief periods where this is 
temporarily not possible. 

Lone working with children is therefore only permitted: 

●​ in emergency or unforeseeable circumstances; 



●​ for short and temporary periods only; 
●​ where all EYFS statutory ratio requirements continue to be met; 
●​ and where safe operation of the nursery can be maintained. 

As the nursery operates from a single-room setting, any lone working arrangements must 
ensure that children remain fully supervised within the room at all times. 

Only authorised senior leaders who have given their consent may undertake lone working 
responsibilities. 

The nursery will always prioritise: 

●​ safeguarding and child welfare; 
●​ staff wellbeing and safety; 
●​ safe supervision; 
●​ and compliance with statutory requirements. 

 

5.​Legislative Framework 

This policy is based on the following legislation and guidance: 

●​ Early Years Foundation Stage (EYFS) Statutory Framework 
●​ Health and Safety at Work Act 1974 
●​ Working Together to Safeguard Children 
●​ Ofsted guidance relating to staffing and supervision 

The EYFS statutory framework requires providers to: 

“ensure that children are adequately supervised and decide how to deploy staff 
to ensure children’s needs are met.” 

The EYFS sets minimum staff ratios but does not state that two members of staff must 
always be present. 

The Department for Education and sector guidance confirm that lone working is legally 
permissible where: 

●​ statutory ratios are maintained; 
●​ safeguarding and welfare requirements are met; 
●​ appropriate risk assessments are in place; 
●​ and children remain safe and adequately supervised. 

 

6.​Scope 

This policy applies only to: 

●​ emergency staffing situations; 



●​ unexpected staff absence; 
●​ unavoidable delays affecting staffing; 
●​ brief opening or closing periods; 
●​ or other unforeseen operational circumstances. 

Lone working is not considered routine practice and will not be planned as part of standard 
staffing arrangements. 

 

7.​Authorised Lone Workers 

Only the following individuals may undertake lone working duties with children present: 

●​ Nursery Owner; 
●​ Nursery Manager; 
●​ or another designated senior leader authorised by the provider. 

Authorised lone workers must: 

●​ provide consent to undertake lone working responsibilities; 
●​ hold an enhanced DBS check; 
●​ hold a valid paediatric first aid certificate; 
●​ have completed safeguarding training appropriate to their role; 
●​ understand emergency and evacuation procedures; 
●​ and be familiar with all nursery risk assessments and operational procedures. 

No other staff members will be expected to lone work with children. 

 

8.​Safe Working Procedures 

Where lone working becomes temporarily necessary: 

●​ EYFS staff ratios must remain fully compliant at all times; 
●​ the number and needs of children present must remain safely manageable; 
●​ all children must remain within sight or hearing of the practitioner at all times; 
●​ entry doors must remain secure; 
●​ visitor access must be controlled; 
●​ and a working telephone must be accessible. 

Additional staffing support must be sought immediately and lone working periods must be 
kept as short as reasonably possible. 

If safe supervision cannot be maintained, the nursery reserves the right to: 

●​ delay admission of children; 
●​ request early collection; 
●​ temporarily restrict attendance; 
●​ or close the setting until safe staffing levels are restored. 



 

9.​Risk Assessment 

A dynamic risk assessment must be carried out whenever lone working occurs. 

Consideration must include: 

●​ the number and ages of children present; 
●​ children with medical, behavioural or additional needs; 
●​ emergency evacuation arrangements; 
●​ toileting and intimate care procedures; 
●​ visibility and supervision within the room; 
●​ arrival and collection procedures; 
●​ safeguarding considerations; 
●​ and communication arrangements. 

The senior leader present must determine whether safe operation can continue. 

 

10.​ Safeguarding 

Safeguarding remains paramount during any lone working period. 

The lone worker must: 

●​ maintain professional boundaries at all times; 
●​ supervise children appropriately; 
●​ follow intimate care procedures in line with nursery policy; 
●​ record accidents, incidents or concerns appropriately; 
●​ and report safeguarding concerns in accordance with nursery procedures. 

Where appropriate, visibility within the room should be maximised and interactions should 
remain observable. 

 

11.​ Emergency Procedures 

The lone worker must: 

●​ have immediate access to emergency contact information; 
●​ be able to contact emergency services if required; 
●​ be able to contact senior management support; 
●​ and follow nursery emergency evacuation procedures where necessary. 

If an emergency compromises safe supervision, parents may be contacted for immediate 
collection of children. 



 

12.​ Monitoring and Review 

Any occurrence of lone working will be reviewed by the provider and management team to 
ensure: 

●​ the arrangement was necessary and proportionate; 
●​ risks were appropriately managed; 
●​ safeguarding standards were maintained; 
●​ and appropriate support was provided. 

This policy will be reviewed annually or sooner if legislation or operational practice changes. 
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D8. Photography & Video Policy 
 

1. Our Philosophy 

At Hillside Gems Nursery, we recognise the important role that photographs and videos play 
in celebrating children’s learning, development, relationships, and experiences. Images help 
us capture meaningful moments, support children’s learning journeys, strengthen 
partnerships with families, and reflect the warm, nurturing community within our setting. 

We are committed to using photography and video in a safe, respectful, and professional 
manner that protects children’s dignity, privacy, wellbeing, and safeguarding at all times. 

 

2. Purpose of this Policy 

The purpose of this policy is to: 

●​ Ensure children are safeguarded when photographs or videos are taken or shared 
●​ Explain how photographs and videos are used within the nursery 
●​ Ensure compliance with UK GDPR and data protection requirements 
●​ Provide clear guidance for staff, students, volunteers, and families 
●​ Clarify parental permissions and consent procedures 
●​ Ensure all images and recordings are stored securely and used appropriately 

 

3. Legal Framework 

This policy is guided by: 

●​ The Early Years Foundation Stage (EYFS) 
●​ UK General Data Protection Regulation (UK GDPR) 
●​ Data Protection Act 2018 
●​ Safeguarding and Welfare Requirements 
●​ Working Together to Safeguard Children 
●​ Human Rights Act 1998 



 

4. How We Use Photographs & Videos 

Photographs and videos may be used to: 

●​ Record children’s learning and development 
●​ Create observations and assessments on Tapestry 
●​ Support planning and reflective practice 
●​ Celebrate children’s achievements 
●​ Share children’s experiences with parents and carers 
●​ Produce Graduation Journals and learning journey keepsakes 
●​ Support safeguarding or professional discussions where appropriate 

Images will always be used respectfully and appropriately. 

 

5. Tapestry Online Learning Journal 

Hillside Gems Nursery uses Tapestry as our secure online learning journal system. 

Tapestry allows staff to: 

●​ Upload photographs and videos 
●​ Record observations 
●​ Assess children’s learning and development 
●​ Share observations securely with parents and carers 

Parents who give permission will receive an individual account linked to their child only. 

Tapestry securely stores data on protected servers. Further information regarding Tapestry’s 
security can be found at:​
https://tapestry.info/security.html 

 

6. Group Photographs & Shared Images 
As part of nursery life, children regularly participate in group activities, celebrations, play 
experiences, and collaborative learning. Because of this, group photographs may be taken 
and shared through Tapestry. 

Children featured in group photographs may be tagged in observations. This means that 
parents of other tagged children may also be able to see your child appearing in the same 
group photograph. 

Group photographs may also be included in Graduation Journals created through Tapestry 
as a keepsake for families to celebrate their child’s journey at Hillside Gems Nursery. 

https://tapestry.info/security.html


We do not routinely edit, blur, or remove children from authentic group photographs, as we 
believe these images reflect the real experiences, friendships, and social development of 
nursery life. 

Parents who do not wish for their child to appear in group photographs shared through 
Tapestry or included in Graduation Journals must notify the nursery in writing by email so 
that permissions can be updated accordingly. 

 

7. Obtaining Consent 

Written parental consent will be obtained before photographs or videos are: 

●​ Taken for learning journals 
●​ Shared through Tapestry 
●​ Used for promotional purposes 
●​ Included in printed materials 
●​ Shared on the nursery website or social media 

Parents may withdraw consent at any time by contacting the nursery in writing. 

The nursery will maintain accurate and up-to-date records of permissions. 

A full Parental Consent Form (R3) is given to all newly enrolled families.  

 

8. Use of Personal Devices 
To safeguard children: 

●​ Staff, students, and volunteers must not use personal phones, smartwatches, tablets, 
or cameras to photograph or record children 

●​ Only nursery-owned devices authorised by management may be used 
●​ Nursery devices must remain password protected and secure 
●​ Images must not be transferred to personal devices under any circumstances 

Any breach of this policy may result in disciplinary action. 

 

9. Storage & Security 

All photographs and videos will be: 

●​ Stored securely 
●​ Accessed only by authorised persons 
●​ Protected through passwords and secure systems 
●​ Deleted appropriately when no longer required 



The nursery will take all reasonable steps to prevent unauthorised access, misuse, loss, or 
sharing of images. 

 

10. Parents & Visitors Taking Photographs 

Parents are welcome to take photographs during special events such as graduations or 
celebrations unless otherwise advised. 

However: 

●​ Images should be for personal family use only 
●​ Parents must not share photographs containing other children on social media 

without permission from those families 
●​ Parents and visitors may be asked to stop photographing if safeguarding concerns 

arise 

The nursery reserves the right to restrict photography during certain events where 
appropriate. 

 

11. Social Media & Promotional Use 

Photographs used for promotional purposes, including: 

●​ Social media 
●​ Website content 
●​ Printed materials 
●​ Marketing resources 

will only be used where separate parental consent has been provided. 

Children’s full names will never be published alongside photographs. 

The nursery will ensure images used publicly are respectful, appropriate, and preserve 
children’s dignity. 

 

12. Safeguarding Concerns 

If there are safeguarding concerns relating to a child, court orders, or restrictions regarding 
photography: 

●​ Staff will follow safeguarding procedures immediately 
●​ Specific photography restrictions will be clearly communicated to relevant staff 
●​ Images will not be used where prohibited 



Safeguarding considerations will always take priority over promotional or observational use. 

 

13. Roles & Responsibilities 
Management 

●​ Ensure this policy is implemented and monitored 
●​ Maintain consent records 
●​ Ensure secure systems are in place 
●​ Respond to breaches or concerns promptly 

Staff 

●​ Follow this policy at all times 
●​ Use nursery devices appropriately 
●​ Maintain confidentiality 
●​ Report concerns immediately 

Parents 

●​ Respect the privacy of all children 
●​ Follow nursery guidance regarding image sharing 
●​ Inform the nursery of any changes to permissions 

 

14. Monitoring & Review 

This policy will be reviewed annually or sooner if: 

●​ Legislation changes 
●​ Safeguarding guidance changes 
●​ Operational needs require updates 
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D9. Removal of Nursery Mobile Phones from 
Premises 

 
 

1. Our Philosophy 
 
At Hillside Gems, we are committed to maintaining high standards of safeguarding, 
operational safety, confidentiality, and effective communication with families. As part of the 
manager’s operational responsibilities, nursery mobile phones are taken off site by 
authorised managers to ensure prompt communication can take place outside normal 
nursery opening hours where necessary. 
 
This enables the nursery to respond quickly and appropriately to emergencies, operational 
disruptions, or unexpected changes which may affect children, families, staffing, or safe 
access to the setting. 
 
We recognise our responsibility to protect all confidential information, children’s images, 
safeguarding records, and parent contact details at all times. Appropriate security measures 
must therefore be maintained whenever nursery devices are removed from the premises. 
 
The welfare and safety of children remain paramount at all times. 
 

 
 
 

2. Purpose of Policy 
 
The purpose of this policy is to: 
- ensure managers can communicate promptly with parents, carers, and staff before opening 
hours where operational issues arise; 
- support effective emergency communication and business continuity procedures; 
- protect confidential information stored on nursery devices; 
- ensure nursery mobile phones are handled securely outside the premises; 
- provide clear guidance regarding responsibilities, safeguarding expectations, and data 
protection requirements; 
- ensure compliance with safeguarding, confidentiality, and information security procedures. 
 

 
 

3. Legal Framework 
 



This policy is guided by: 
- Statutory Framework for the Early Years Foundation Stage (EYFS); 
- Working Together to Safeguard Children; 
- UK General Data Protection Regulation (UK GDPR); 
- Data Protection Act 2018; 
- Human Rights Act 1998; 
- Ofsted safeguarding and online safety guidance; 
 

 
 

4. Our Practice at Hillside Gems 
 
The Nursery Manager, Deputy Manager, or designated senior leader is responsible for taking 
nursery mobile phones off site outside operational hours. 
 
This arrangement forms part of Hillside Gems’ operational safety and emergency 
communication procedures and enables timely communication with parents and carers 
before the nursery opens where necessary. 
 
Examples may include: 
- emergency nursery closures; 
- delayed openings; 
- severe weather conditions; 
- emergency maintenance issues; 
- changes to drop-off or collection arrangements; 
- utilities failure; 
- staffing emergencies; 
- site access or safety concerns; 
- safeguarding incidents; 
- other unforeseen operational emergencies. 
 
Nursery mobile phones remain the property of Hillside Gems at all times and must only be 
used for authorised nursery business. 
 
Authorised staff taking nursery phones off site must ensure that: 
- devices remain password protected at all times; 
- passwords are kept confidential; 
- phones are stored securely when not in use; 
- no unauthorised person, including family members or friends, can access the device; 
- phones are not left unattended in public places or unsecured vehicles; 
- confidential information is protected from unauthorised viewing, sharing, or discussion; 
- devices are used solely for nursery-related purposes. 
 
Where possible, security features such as screen locks and encryption.  
 
Nursery mobile phones may contain photographs, observations, parent contact details, and 
safeguarding-related information. Therefore: 
- photographs must only be taken in accordance with nursery permissions and procedures; 
- images must be uploaded securely to nursery systems as soon as reasonably practicable; 
- photographs should be deleted from devices promptly once transferred securely; 



- staff must not copy, forward, save, or share images onto personal devices, cloud services, 
messaging platforms, or social media; 
- confidential records and contact details must remain protected at all times. 
 
Any loss, theft, unauthorised access, or suspected data breach involving a nursery device 
must be reported immediately to the Designated Safeguarding Lead (DSL) and nursery 
management. 
 
Failure to follow this policy may be treated as: 
- a safeguarding concern; 
- a disciplinary matter; 
- misconduct; 
- and/or a data protection breach. 
 
 

 
 

5. Monitoring and Review 
 

This policy will be reviewed annually or sooner if: 

●​ Legislation changes 
●​ Safeguarding guidance changes 
●​ Operational needs require updates 
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